Using the SKM Samples to create a web
service that generates license keys using
Serial Key Maker.

Note: You must own the professional version of Serial Key Maker to use this
feature of Serial Key Maker.

Purchase here: https://sites.fastspring.com/serialkeymaker/instant/serialkeymakerpro

This walkthrough refers to version 4.0.0.2 and above of Serial Key Maker.

Abstract:

To use the Serial Key Maker extension API in a web service to programatically generate
license keys, you need to modify your web.config file to tell the API that you are a registered
user of the PRO version of Serial key Maker. You use the SKM user interface to generate the
encrypted license key you were given when purchasing SKM, and then add this to your web
service web.config



Steps

1. Open and Extract the samples included with the installation program:

| Hicasa 3
QuickTime

Real

Roxio Creator DE
| Seapine Software

— i — — —

Serial Key Maker

iy 1. Run Serial Key Maker

ﬁﬂ 2. Open Serial Key Maker Samples
ﬁﬂ 3. Open Binaries Folder

L. Shavlik Technelogies
.. Snagit@
L. SourceGear Vault
L. Southwest Airlines
.. Startup
1 Back
Search programs and files 0o |

2. Extract to the default location.

..« O5(C:) » Program Files (x36) » Petrax Software » Serial Key Maker » Samples »

Organize « = Open = Burn MNew folder
% Favorites Mame . Date modifi
B Desktop ||_§.|J Samples.zin 480001 10:
(53 GodMode{EDTBA4T0-BES4-465E Open
Open in new window
Extract All...
Open with 3
. Temporary ASP.MET Files
1§ Downloads w8 Load in UltraCompare 3
@  Ultrakdit

“El Recent Places

Restore previous versions

4 Libraries Ser
D t:
@ oeuments Cu @ 1. Extract Compressed (Zipped) Foldel
J’ Music
[ Pictures &
B Videos Cre Select a Destination and Extract Files
Del . . -
Files will be extracted to this folder:
- Computer Rer
ﬁ 05 (C) (C:\Program Files (xB6)\Petrax Software\Serial Key Maker\5amples\5; £s| Browse...
£4 DVD RW Drive (01 VS 2010 P
Show extracted files when complete




3. Open the V52010 Samples, and then the "Example Generating License Keys" folder. Open the
"PG_WebService_Demao.sIn" solution.

There are some things you need to do before the sample will run

4. Make sure the web service project has references to the Serial Key Maker API DLL's. It should
reference the following two DLL's in the Samples\binaries folder

\Samples\VS2010\binaries\PG_SerialKkeyMaker_API.dl|

\Samples\VS2010\binaries\PG_SerialkeyMaker_API_Extension.dll

Solution Explorer =
2| 2 @] o] et
4 .,:‘% PG_WebService_Demo 4

[» [=d My Project
4 | References
<3 PG_SerialKeyMaker_API
A3 PG_SerialkeyMaker_API_Extension
<3 System
<3 Systern. Configuration
<3 Systern.Data
<3 Systern.Drawing

m

<3 Systern.EnterpriseServices
3 System.Web |
A3 Systern.Web.5ervices
<3 Systern.Zml
[ App_Data b
i% Find and Replace Ca Solution Explorer [{.-QRaECERITINEN - S [ ANTN :E!‘ Macro Explorer

Properties = 4>
PG_SerialKeyMaker_API Reference Properties -
a= 21 |2
File Type Assembly 4
Identity PG_SerialKeyMaker_API

Psth ~ hples\VS2010\binaries\PG_SerialKeyMaker_APLdIl

Resolved True




5. First, build the web service project so that it is locally compiled.

Solution Explorer

2| 2E &R @ &Gk sk
; Solution 'PG_WebService_Demo' (2 projects)
4 EE Example_Call_Generate_Web_Service

» [=d] My Project

» =] References

4 Web References

bin
ohj

i app.config
- [5] Formlab

4 |5 PG Wek™

- Myl Build

. [l Refe Rebuild

3 App, Clean

- hinq. # Build Deployment Package
% Find an... |5 !% Publish...
Properties i Package/Publish Settings
PG_WebService Run Code Analysis
mi=_ A 1 (== B e com

6. Now, in the "Example_Call_Generate_Web_Service.vbproj" project, open the code behind of
Forml.vb. Note there are two "TODO" statements.

; Solution 'PG_WebService_Deme’ (2 projects)
4 é‘:ﬂExample_CaII_Generate_Web_Service

| > b

‘—- This is an example of a CLIENT APPLICATION that calls a websenice to generate > [=d4 My Project

and validate license keys

NOTE: You should never include the Ext AP in your client applications.
It has a "Generate” method, so if someone leams of your private key, they can generate
license keys for your application.

TODO: Include a WEB reference to the PG_WebSemice_Demo.vbproj web senice project
TODO; Call it: Generatelicensekey Demo

=1Public Class Form1

Private Sub GenerateKeyViaWebSemnice()

‘- Make sure you have the web senvice included in this project,
' and that you have a reference to it.

— MAKE SURE THE WEB SERVICE IS RUNNING AND REFERENCABLE

»  |ug] References

g Web References

> bin

obj

% app.config

> [E] Fermlab

= PG_WebService_Demo

> [=d My Project

4 | References
<3 PG_SerialKeyMaker_API
<3 PG_SerialKeyMaker_API_Extension
< System
<3 System.Configuration
<3 Systermn.Data
<3 System.Drawing

<3 System.EnterpriseSenvices
«3 System.Web

Find and Replace ﬂ‘f*;‘ Solution Explorer



7. Add a project reference to the web service project

IQ Solution 'PG_WebService_ Demnc' (2 projects)
4 @ Example_Call_Generate_Web_Service
[=d My Project

4 | 7 References

[

[

[

<3 PG_SerialKeyMaker_API
< System

< Systern.Data

<3 Systern.Deployment

<3 Systern.Drawing

<3 Systemn.EnterpriseServices
<3 Systern.Web.Services

<3 Systern.Windows.Forms

<3 Systern.Xml

g Web References |

71 bin Add Web Reference...

Iﬁ_: obj & Cut Cti

i app.config "

= 55 C Ct

Forml.vb j‘ ory I
4 & PG WebService_Demo L Paste Ch

[=d| My Project X Delete De

URL:

Mavigate to a web service URL and click Add Reference to add all the available services.

eoaRa

Start Browsing for Web Services

Lge this page as a starting point to find Web services. You can dick the links below, or type a
known URL into the address bar.

Browse to:
= Web services in this solution e

= Web services on the local machine

= Browse UDDM Servers on the local network

| —

Query your local network for UDDI servers,

Select this option

Web services found at this URL:

YWifeh reference name:




Add Web Referenc

Mavigate to a web service URL and click Add Reference to add all the available services,

0O|dE@a
URL: O

» | Web zervices found at this LURL:

Web Services in this Solution

The Web services available in this solution are listed below. Click the service link to browse that
service,

[Services ___________[Project ____JuRL_____________

PG.Generatelicensekey Demo PG_WebService_Demo PG.Generatelicensekey Demo.asm

YWeb reference name:
Check that it works — click this

Add |

Add Web Reference

Mavigate to a web service URL and click Add Reference to add all the available services.
0old@a

URL:  http://localhost/PG_WebService_Demo/PG.Generatelicenseley Demo.: = 8

- Web services found at this URL:
PG_GeneratelLicenseKey_Demo 1 Service Founct B

The following operations are supported. For a formal definition, please review - PG.GeneratelicenseKey Demo
the Service Description.

. Name it:
+ GeneratelicenseKey If you see this — the web GenerateLicenseKey_Demo
« GetValidatedKey service is running

Web reference name:
This web service is using http:/ /tempuri.org/ as its default

namespace.
Recommendation: Change the default namespace before the XML
Web service is made public. I Add Reference ]

| . ' . . ' - "



e solution "PG_Webservice_Uemo’ (£ projects)
4 E,“:Eﬂ Example_Call_Generate_Web_Service
> [=d] My Project
a4 |7 References Make sure you have a
<3 PG_SenalkeyMaker_API <+ reference to

- System PG_SerialKeyMaker_Api
<3 Systern.Data

<3 Systern.Deployment
<3 Systermn.Drawing
<3 Systemn.EnterpriseServices
<3 Systern.Web.5ervices
<3 Systermn. Windows.Forms
<3 Systern.®ml

4 |7 Web References

F i; Generatelicensekey D Web service
] PG.disco &*\ full
%] PG.wsdl successfully

4 2] Reference.map referenced and
% Referencevb named.
EQ ValidatedKey.datasource
i obj
o app.config
- [Z] Formluwh
4 ;ﬁ PG_WebService_Demo
> [=d] My Project
4 | _ References
<3 PG_SerialkeyMaker_API
A7 PG SenalkevMaker APT Fetension

8. Delete the two "TODQ" statements.



9. Make the "Example_Call_Generate_Web_Service.vbproj" the startup project, and run it.

B = <

a5l Forml

[ Generate License Key via Web Service ]

| Validate License Key via Web Service |

ey

10. Click the "Generate License Key via Web Service" button. The code will fail with this exception:

P e —~
“t Form1 vl-_;i,OGeneratel{eyViaWehService | = B | =]
g Selution 'PG_V
'— set it to expire on a particular date . 4 (28 Example_(
DateExpires = DateAdd(Datelnterval.Day, 31, Now) > [ MyPro
4 |y Referer
<3 PG,
‘—canbe?2 4,8, 16 and 32 . . i O Sy
‘— for features 1, 2, 3, 4, 5 respectively This means the extension object .
UnlockCode =4 cannot find YOUR license key - it o Sy
- <2 Sys
NumberOfikeys =1 ) needs to verify you are a registered O ys
" can store freeform text with the key, owner of Serial Key maker s
"— but then it will nat be formatted in a 25 character string Y "3 ys
_FreeformText = String Empty -3 Sys
— not set to a particular machine key -3 Sys
' MachineKey = 11355 -3 Sys
a |7 WebRs
@ strlicenseKey = objWS_ GenerateLicenseKey(objKeyProperties) a5 Ger
[l
"— the web method passes bak a pipe delimited string with the nu| sl SoapException wasginhandled x
'— for this demo, just look at the first key : ) P
request, ---> Systemn.MNotSupportedException: Your Senal Key Maker License| E|
=) If Mot String.|sNullOrEmpty(| is currently invalid. You may not use this object. Please contact Serial Key i
Maker support (support@serialkeymaker.com) to fix this issue.
strlicenseKey = strLicenseKey Substring(0, strLicenseKey Ind PG oertcepirinterbttity AR ettt fetherGiafeet:
Else
strlicenseKey = "No keys returned.” -
End If ;

You will need to modify your web service to add a config file entry for your registered license key.



11. Open the Serial Key Maker user interface. From the Tools menu, click the "Generate Web.Config
appSettings" menu option.

“J BySTEm
<3 Systern.Data
<3 System.Deployment

 Serial Key Maker Pro - Registered Version. [l il

File ~ | Tools | Help ~

You| %! Open Last Exported File Characters -3 System.Drawing

<3 Systern.Enterprisebervices

<3 Systern.Web.5ervices

<3 Systern.Windows.Forms

<3 Systern.Xml
4 L_} Web References

asd 2y Open Log Folder
4| Open LogFile
Generate Web.Config app5ettings

Thls generates the cu:unﬁg data you can put in yu:uurwel::l config so you can run teh API on a remote wel::l SEMVer.

| Web.Config settings for the APL_Extension _ QI%M

Place the following in your web corfig file of your web service. a
That way you will not need to register Serial Key Maker on the web server that hosts your web service.

<add kE!'_.'—"n'u'Elte Key" value="YdWaBMRGMIEN-OGLmWHg==" />

</appSettings >

2 |

Close

Motepad Open Copy Al

12. Select and copy the "SerialNumber" add key item.

13. Stop the Example app, and open the Web.Config of the Web service project.



14. Edit the config file to add the encrypted license key.

. 2 Web.config b4l B Formluvh

You have mixed tabs and spaces. Fix this?

<?xml version="1.0"?>
-l <configurations
- <appSettings>

</appSettingsE]
<connectionStrings/>
- <system.web>
= =l

~ Solution Explorer

[ Tabify ][ Untabify ] [ Don't show again

<l-<add key="SerialMumber" value="ADD_YQUR_ENCRYFTED_KEY_HERE" />->»

Add the Encrypted Serial
Number here. ALSO

Set compilation debug="true" to insert debugging
symbaols into the compiled page. Because this
affects performance, set this value to true only
during development.

Visual Basic options:

Set strict="true" to disallow all data type conversions

where data loss can occur.

Set explicit="true" to force declaration of all variables.
==

<compilation debug="true" strict="false" explicit="true"=
<fcompilation=
<pages>

<namespaces>
<clear/>
<add namespace="System"/>
<add namespace="System._Collections"/=
<add namespace="System_Collections.Generic"/>
<add namespace="System.Collections.Specialized"/=
<add namespace="System_Configuration"/>

<add namespace="System.Text"/=
add mamnaenaea— "retamn Tawt DamnlarEwnraccinne" -

uncomment the key.

Edit the web config of the web

service project

<configuration=
<appSettings=

o

a2 EE] e
4[] Reference

) Refere

) Valida

% app.config
=] Forml.wb
PG_WebService_Demr
=d| My Project
| References
<0 PG_SerialKey!
<0 PG_SerialKeyl
<3 Systemn
«3J System.Confi
<3 Systern.Data
«3J System.Drawi
<30 System.Entery
«J System.Web
<30 System.Web.!
«J System.Xml
3 App_Data
17 bin
% PG_WebServii
t PG_WebServis
obj
#| PG.Generatelicer
% PG_WebService [
Web.config

Padd key="serialNumber" value="Av X\ | - -

<fappSettings=
<connection3trings =
<system.web>

-

Set compilation debug="true" to insent debugging



15. Now run the project again, and click on the "Generate License Key via Web Service" button. It
should produce a key.

16. Click on the "Validate button". It will make another web service call and validate the key in the box
above.

[ Generate License Key via Web Service ]

TEGEH-ZLOTJ-VPWQO-MTVEY

[ alidate License Key via Web Service ]

Key is valid.

Expires: True

DateCreated: 4/8/2011 12:00:00 AM
DateValid Through: 5/5/2011 12:00.00

17. Now you can deploy and reference your web service on the production web server.

Notes:

e You must have the pro-version of Serial Key Maker 4.0.0.2 (9612) and higher (purchase here:
https://sites.fastspring.com/serialkeymaker/instant/serialkeymakerpro )

e Make sure both project correctly reference the SKM DLL's

e DO NOT reference the " PG_SerialKkeyMaker_API_Extension" in your CLIENT application. It
should only be referenced from your web service.

e Make sure the web service works before referencing it from your client application
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